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EXECUTIVE SUMMARY

Whether it is to address real or perceived threats, the last 20 years has seen governments creating extensive frameworks to counter 
terrorism and violent extremism, often at the expense of fundamental human rights and freedoms. According to Minority Rights Group 
International, this leveraging of the ‘war on terror’ to target minorities and clamp down on their rights has transformed into a ‘war 
against minorities’.1 Against this backdrop, this paper sets out how political leaders in non-democratic and/or less democratic countries 
employ counter-terrorism (CT) and preventing and countering violent extremism (P/CVE) laws, narratives and measures to advance 
their agendas. Specifically, it examines how governments exploit the pretext of safeguarding national security to tighten controls on 
society, suppress dissent and compromise human rights, especially as relates to minorities. At the same time, through ‘us vs. them’ 
narratives, minority groups are portrayed as scapegoats and/or a threat to state security. CT and P/CVE measures have been particularly 
instrumental in justifying judicial harassment and the targeting of civil society and historically marginalized groups — including religious, 
ethnic, and cultural minorities, women, LGBTQ+ individuals, and Indigenous communities — through a wide range of criminal, civil, and 
administrative actions.2

As highlighted by the current United Nations (UN) Special Rapporteur on the promotion and protection of human rights and fundamental 
freedoms while countering terrorism (hereinafter the Special Rapporteur on counter-terrorism), these dynamics have intensified with 
the rise of authoritarianism, which has brought polarization, geopolitical competition, and international tensions among nations.3 
Complex and interrelated global political developments have also had an impact. These include the strengthening of nationalistic views, 
xenophobia and racism; the weakening of democratic institutions and a rule of law culture; and the emergence of governance models 
built on control, centralized power, and lack of civilian oversight of the security sector.4 

Part of this trajectory is the surge in so-called ‘strongman politics’ and populist rhetoric. Populist leaders, although usually elected 
through democratic processes, frequently exhibit authoritarian tendencies that threaten the pluralist and liberal aspects of democracy. 
Indeed, reporting has documented a rollback of democratic rights and institutions since 2009, with an increasing number living under 
authoritarian rule.5 These developments, combined with the pervasive discriminatory aspects of CT and P/CVE policies, have had 
particularly negative repercussions on historically discriminated groups.6 Moreover, since both democratic and authoritarian movements 
can be designated as populist, the shift towards personalized politics has made it harder to maintain a clear division between these two 
worlds.7 In this regard, it is important to recognize that the misuse of CT and P/CVE policies and practices is not confined to authoritarian 
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countries. While there surely is a strong link between authoritarianism and the misapplication of these measures — likely due to already 
weakened rule of law structures and the presence of strong, centralized authorities — instances of misuse to undermine human rights 
and minority rights can also be found in countries considered ‘bulwarks of democracy’. 

Positioning countries on the ‘democracy vs authoritarianism’ political spectrum is a highly complex and contested exercise. For the 
purpose of this analysis, authoritarian countries are identified as those characterized by the presence of a strong leader who often 
advances a cult of personality, monopolizes the political scene, weakens rule of law structures, and centralizes authority. Political and 
economic grievances — combined with broader fears such as immigration, crime and national decline — are at the heart of the support 
for these leaders. Their politics is often associated with ‘nostalgic nationalism’ and the concept of the ‘good old days’, complemented 
by deep social and cultural conservatism and little tolerance for minorities, dissenters or migrants.8 

In response to these challenges, this paper examines the situation of minority rights in five countries: the Russian Federation, the 
People’s Republic of China, the Republic of India, the Arab Republic of Egypt, and Hungary. This is not an exhaustive list, nor are the 
examples and minority groups discussed the sole targets of the misuse of CT and P/CVE laws in these countries. The aim is simply to 
illustrate the widespread use of such laws to discriminate against and target specific minority groups, ultimately undermining their rights. 
The analysis reveals a clear pattern: in the absence of universally agreed definitions of terrorism and violent extremism, political leaders 
have exploited the broad and often vaguely worded provisions within national CT and P/CVE legislation to justify repressive measures. 
These strategies are framed as necessary for national security, but in reality, they often serve to suppress opposition, marginalize 
minorities and consolidate power. Moreover, they invoke an ‘us vs. them’ narrative, to create an environment where state actions against 
perceived threats are widely accepted, even at the expense of fundamental rights and freedoms.9

Specifically, the Egyptian and Russian cases provide clear examples of how political opposition and verbal criticism of the State, the 
government or its authorities are prosecuted as acts of terrorism. In both countries, CT and P/CVE laws have been instrumental to stifle 
civic space and reinforce authoritarianism.10 Furthermore, in Russia the P/CVE legal framework and related laws have been misused 
to discriminatorily target and prosecute, among other groups, LGBTQ+ individuals, organizations and movements.11 Russian current 
legislation not only fails to provide effective anti-discrimination protections for LGBTQ+ individuals,12 but also actively promotes violence 
and discrimination against them.13 In India, the pursuit of Muslim political or minority rights has been criminalized under the pretext 
of national security and countering terrorism, exacerbating Islamophobia. As for China, the country has adopted the rhetoric of the 
‘war on terror’ to justify its repressive campaign against the Uyghur population and other Muslim Turkic minorities.14 The misuse of CT 
and P/CVE laws in the Xinjiang Uyghur Autonomous Region has enabled the Chinese government to establish the political and legal 
framework necessary to tackle any future challenges to state authority.15 Lastly, in Hungary the government has explicitly capitalized 
on CT and securitization narratives to implement exceptionally restrictive migration policies, asserting a connection between migrants 
and terrorism. Building on an ‘us vs. them’ rhetoric, Prime Minister Orbán was able to shift the migration debate from a domestic issue 
to one of high politics.
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SECTION I: THE GLOBAL WAR ON TERROR AND THE 
EXPLOSION OF CT AND P/CVE NARRATIVES

This section outlines the international and national legal 
frameworks for countering terrorism and preventing/
countering violent extremism.16 Although violent 
extremism is a broader phenomenon than terrorism, 
efforts to prevent and counter violent extremism conducive 
to terrorism have become an integral extension of the 
counter-terrorism framework, resulting in an overlap. 
These two narratives are closely interlinked and thus are 
addressed almost interchangeably throughout the paper.

THE UN COUNTER-TERRORISM ARCHITECTURE

The terrorist attacks of 11 September 2001 and subsequent 
declaration by the United States of America of a ‘global 
war on terror’ led to the rapid development of a dedicated 
legal and policy framework both at the international 
and national levels. Within the UN, the resulting CT 
institutional and legal architecture has facilitated 
cooperation at both the regional and international level 
and promoted the development of CT capacities at the 
national level.17 However, as discussed below, human 
rights gaps found in a number of Security Council 
resolutions have resulted in gaps at the domestic level.18

In the immediate aftermath of the terrorist attacks on 
11 September 2001, the United Nations Security Council 
(UNSC) adopted resolution 1368, condemning the attacks 
as a threat to international peace and security, recognizing 
the individual or collective right of self-defence, and urging 
states to bring the perpetrators to justice. Shortly after, 
resolution 1373 was passed under Chapter VII of the UN 
Charter, emphasizing the obligation of states to “prevent 
and suppress the financing of terrorist acts” and to “refrain 
from providing any form of support to entities or persons 
involved in terrorist acts”.19 The resolution also called 
for international cooperation “to prevent and suppress 
terrorist attacks and take action against perpetrators of 
such acts”.20 In the following years, the Security Council 
adopted several other resolutions under Chapter VII, 
incentivizing states to introduce specific domestic CT 
laws, sanctions, and other measures.21 It also established 
counter-terrorism mechanisms and institutions to support 
states in their capacity-building efforts and coordinate 
international cooperation.22 

UNSC resolution 1373 has been defined as “one of the most 
wide-ranging resolutions ever passed by the Council”.23 In 
the first legally binding resolution on counter-terrorism, 
all UN Member States were obliged to adopt and implement 
specific domestic CT legislation.24 Moreover, unlike 
previous UNSC resolutions adopted to address specific 
situations, resolution 1373 imposed an indefinite mandate 
for action, with no geographical limits or temporal 
constraints.25 It did not however explicitly reference the 
need for states to respect international human rights 
standards when implementing the resolution, creating a 
significant shortcoming in the UN CT legal framework.26 
In subsequent resolutions, the Security Council started 
addressing the need for states to adopt national CT laws 
and measures in compliance with existing international 
law obligations, particularly international human rights 
law (IHRL). References to IHRL, however, were rarely 
comprehensive or far-reaching, resulting in language that 
appeared “hollow and artificial”.27

Some have advanced that the absence of human rights 
guarantees can be partially explained by the post-
9/11 context of emergency, which demanded a fast and 
univocal response by the international community.28 
Indeed, a common trait of UNSC resolutions following 
2001 has been their fast-paced adoption, and along with 
this, a minimal level of consultation and engagement with 
civil society and other relevant stakeholders.29 Another 
consequence was a lack of meaningful oversight, public 
scrutiny, and independent evaluation, reducing the scope 
for accountability for human rights violations during 
implementation.30 Importantly, none of the resolutions 
provided a precise definition of terrorism to be applied 
across all counter-terrorism efforts. This allowed states 
and regional organizations to adopt broad and expansive 
provisions that criminalized a wide range of groups, 
persons and activities as terrorist, significantly expanding 
punitive interventions.31

THE NATIONAL FRAMEWORK

The terrorist attacks in 2001 triggered what has been 
termed a global “legislative wildfire”, prompting 
governments to rapidly enact laws aimed at improving 
the detection, prevention, prosecution, and eradication of 
terrorism.32 Indeed between 2001 (when UNSC resolution 
1373 was passed) and 2018, at least 140 states adopted 
national counter-terrorism legislation.33 As they moved 
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to implementation, however, several countries did so at 
the expense of complying with universal human rights 
standards.34 In particular, the zero-tolerance approach to 
CT legislation left little room for assessing the necessity 
and proportionality of measures adopted.35 In short, 
some states exploited the obligations contained in UNSC 
resolutions to work around or limit domestic constraints, 
allowing human rights violations to be committed 
in the name of national security.36 This underscores 
how supranational legal regulation can undermine 
constitutional and domestic procedural and rights-based 
protections designed precisely to prevent the overreach 
of emergency powers.37

National legislation frameworks present some common 
features. Once again, states regularly fast tracked the 
adoption of CT laws, with minimal opportunities for 
open dialogue and meaningful civil society participation.38 
Moreover, even though CT laws were often extraordinary 
measures that should be, by definition, temporary in 
nature, as the crisis persisted they gradually become part of 
ordinary law.39 In other words the legal effect of the UNSC 
resolutions facilitated the extension and normalization 
of emergency measures, committing states to long-term 
exceptionality.40 This has had adverse repercussions on 
human rights protection, especially non-derogable rights, 
which become more susceptible to erosion during states of 
emergency.41 Finally, the absence of a universally agreed 
definition of terrorism led many states to adopt legislation 
containing ambiguous definitions and terminologies, in 
violation of the principle of legality. This has granted 
states extensive discretion in the application of CT 
measures, sometimes leading to unjustified restrictions 
of fundamental rights and freedoms, including freedom 
of expression and opinion, freedom of thought, conscience 
and religion, and freedom of association.42

THE P/CVE ARCHITECTURE

Preventing and countering violent extremism conducive 
to terrorism has become a widely adopted extension of 
counter-terrorism frameworks, laws, and policies at both 
national and global levels.43 Indeed, while P/CVE policies 
manifested already in the 1990s, the term countering violent 
extremism officially appeared for the first time in UNSC 
resolution 2178 of 2014. The resolution condemned violent 
extremism conducive to terrorism and called on states 
to cooperate, particularly by “preventing radicalization, 

recruitment, and mobilization of individuals into terrorist 
groups and becoming foreign terrorist fighters”.44 Later, 
in 2015, the UN Secretary General launched the Plan of 
Action to Prevent Violent Extremism, bringing P/CVE to 
the forefront of the global policy agenda. The Secretary 
General found violent extremism conducive to terrorism 
“an affront to the purposes and principles of the United 
Nations”.45 Recalling that violent extremism undermines 
peace and security, sustainable development, human 
rights, the rule of law and humanitarian action, the Plan 
of Action “is intended to address violent extremism in all 
its forms and wherever it occurs”.46 

Similar to CT legislation, many P/CVE laws share common 
features, particularly definitional ambiguity.47 To date, 
the definition of violent extremism remains “opaque 
and deeply contested”,48 resulting in P/CVE policies that 
fail to clearly state and define the phenomenon they aim 
to address. Lack of definitional consensus also grants 
governments extensive discretion in the criminalization of 
an ever-expanding range of activities deemed ‘extremist’. 
Such discretionary powers render many domestic P/CVE 
laws vulnerable to misuse, creating scope for human rights 
abuses, whether derogable or non-derogable, specifically 
targeting minority groups and civil society.

In recent years, states have started criminalizing 
extremism without requiring a link to violent conduct. 
This application of the term ‘extremism’ rather than 
‘violent extremism’ in several states’ domestic laws49 
creates a category that is even broader and vaguer than 
‘violent extremism conducive to terrorism’. This widens 
the opportunity for states to apply measures against, for 
instance, human rights defenders (HRDs) and civil society 
activists.50 Moreover, use of the term extremism as a 
criminal legal category has been criticized as incompatible 
with the principles of legal certainty, proportionality 
and necessity, rendering it “per se incompatible with the 
exercise of certain fundamental human rights”.51

The Special Rapporteur on counter-terrorism has noted that 
“[t]he category of ‘extremist’ crimes is particularly vague and 
problematic” and without the qualifier of ‘violent extremism 
conducive to terrorism’ could “encroach on human rights in 
profound and far-reaching ways”.52 
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ADMINISTRATIVE MEASURES

As states have shifted their focus to a ‘pre-criminal’ or 
‘pre-terrorist’ space, one result has been a proliferation 
of financial legislation, sanctions and administrative 
measures in the name of countering terrorism.53 
Such measures frequently lack due process or judicial 
safeguards, and disproportionately impact civil society 
and individuals already at risk of discrimination.54 Zero-
risk approaches to terrorist financing, for example, operate 
on the unsubstantiated presumption that the non-profit 
and charitable sectors are inherently high-risk, placing 
significant burdens on non-governmental organizations 
(NGOs).55 Moreover, with criminalization based more 
on the content of acts rather than the intent to commit a 
terrorist or violent extremist act, the legitimate exercise of 
fundamental freedoms, particularly freedom of expression 
and freedom of religion, is disproportionately targeted.56 
Similarly, by acting in a pre-criminal space, repercussions 
in terms of human rights concern a wider group than 
the subject matter of the legislation would identify, 
disproportionately affecting individuals that are already 
vulnerable to discrimination. 

SECTION II: THE MISUSE OF COUNTER-TERRORISM AND 
ANTI-EXTREMISM FRAMEWORKS AGAINST MINORITY 
GROUPS

Having highlighted how national and international 
CT and P/CVE frameworks are vulnerable to misuse, 
particularly due to the unclear and often overly broad 
way they are phrased, the following section outlines 
how such misuse can have discriminatory dimensions. 
It focuses on CT and P/CVE laws, regulations and policies 
that specifically targeted civil society organizations and 
HRDs, religious and ethnic minorities, migrants, and the 
LGBT+ community. Integral to this is how governments 
often portray minority groups as scapegoats, depicting 
them as a “threat to the social order, undermining national 
cohesion, and/or prejudicial to the security of the state”.57

SHRINKING CIVIL SPACE AND TARGETING POLITICAL OPPONENTS: 
THE CASES OF EGYPT AND RUSSIA

“Counter-terrorism and P/CVE have been repeatedly invoked 
across jurisdictions to justify judicial harassment and a wide 
range of criminal, civil, and administrative measures unduly 
targeting civil society”.58

The impact of CT and P/CVE policies on civil society and the 
civic space is well documented. Specifically, the post-2001 
international security-focused dynamic translated into a 
polarizing rhetoric of ‘with us or with the terrorists’.59 In 
turn this enabled the targeting of civil society members 
who challenged the legitimacy of CT measures and 
called for government accountability, restricting the 
operational space for civil society worldwide.60 Starting 
in 2015, UN Human Rights Mechanisms have called out 
the abuse and misuse of CT measures against civil society 
and HRDs.61 This misuse includes soft-exclusion like 
stigmatization and financial marginalization, through 
to hard measures such as arbitrary detention, enforced 
disappearances, torture, ill-treatment and/or extrajudicial 
killing.62 Censorship is another example, showcasing how 
measures not only impact those directly targeted, but also 
send a broader message to civil society actors generally.63 
Finally, administrative measures such as restrictions on 
movement, communication and assembly, citizenship 
deprivation and sanctions exacerbate the challenges of 
criminalization, particularly impeding civil society’s 
ability to function and operate effectively. 

Egypt

Egypt regards itself as “one of the first states to deal with 
the phenomenon of terrorism and its causes”.64 Extremely 
broad even before 9/11,65 the country’s laws were extended 
further following the establishment of the military 
regime in 2013.66 According to UN Special Procedures 
mandate-holders, these laws do not conform to “either 
Egypt’s international human rights law obligations or 
best practices in relation to counter-terrorism law and 
practice”.67 

In the post-Arab Spring environment, the regime has 
taken to blaming the human rights community for 
failing to prevent terrorist attacks.68 This has allowed the 
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government to implement CT laws and national security 
measures in a way that targets HRDs, journalists, political 
activists, lawyers, and students.69 Actions include arrests 
and detention on charges related to terrorism (usually 
‘joining a terrorist organization’),70 and coordinated 
campaigns of intimidation, harassment and retaliation 
in response to their professional activities, political 
involvement, and/or criticism of the Al-Sisi Government.71 
Certainly the limits placed on the rights to freedom of 
expression, association and peaceful assembly exceed the 
scope necessary to counter terrorism,72 raising concerns 
about a systematic pattern of abusing terrorism-related 
legislation to deter and silence critics and political 
opponents.73 In short, by labelling any critical voice as 
‘terrorist’, the government seems to be eliminating 
political dissent and government opposition.74

Against this backdrop, an absence of judicial oversight 
and procedural safeguards further problematizes the 
enjoyment of fundamental rights.75 Pre-trial detention 
often exceeds the legally permitted maximum of 150 
days,76 and prison conditions rarely meet international 
minimum standards, with strong evidence of solitary 
confinement,77 ill-treatment amounting to physical 
and psychological torture,78 and inadequate access to 
medical care.79 Moreover, the 2015 Anti-Terrorism Law 
grants authorities a range of tools that enable procedural 
rights to be violated, particularly during arrest and 
investigation.80 Article 50 tasks “one or more circuit of the 
criminal courts” to deal with terrorist lawsuits, replacing 
ordinary courts with special courts mandated to ensure 
expeditious trials.81 Several Special Procedures have 
raised concerns about the compatibility of this practice 
with international law, highlighting the discretionary 
powers granted to emergency courts and the resulting 
erosion of judicial guarantees, including the inability to 
appeal decisions.82 Specific allegations include mass trials 
often conducted in the absence of lawyers or defendants, 
with court verdicts reflecting a pattern of retaliation 
against political dissidents and human rights activists 
carrying out legitimate activities.83 Despite their intended 
exceptional nature, practice has shown that these courts 
(and the state of emergency in general) have become the 
norm, suggesting a “strong attachment to centralization, 
exceptionalism and militarism”.84

At the end of their sentences individuals are often added 
to terrorist watch-lists.85 This can result in economic 

sanctions (such as dissolution and assets freezing) and 
restrictions on movement (through travel bans and 
passport seizures).86 The arbitrariness of the listing system 
contradicts the presumption of innocence (Article 14.2 of 
the International Covenant on Civil and Political Rights) 
and lacks transparency and adequate safeguards to prevent 
misuse.87 Indeed, according to UN Special Procedures, such 
misuse of the terrorism listing procedure appears to be “a 
form of reprisal against human rights defenders”.88 

Russia

The Russian Federation provides another example of how 
anti-terrorism and anti-extremism legislation have been 
used as tools to stifle dissent and control public discourse, 
particularly by targeting political dissenters, HRDs, 
national and international NGOs, and anti-war activists.89 
Russian Federal Law No. 114 FZ on Counteraction of 
Extremist Activities (2002), for example, facilitated the 
criminalization of a broad spectrum of extremist activities 
but without precisely defining extremism.90 A recent 
proposal to criminalize the ‘justification of extremism’ 
could worsen this situation, by making it more difficult 
to distinguish under which criteria individuals and 
organizations are designated as terrorist or extremist.91 
The law also grants Russian authorities extensive powers 
of intervention, which are often applied selectively.92 A 
prime example is how NGOs and media outlets have been 
‘deemed extremist’ and forced to liquidate. In March 2022, 
Meta Platforms Inc was added to the list of extremist 
organizations and its activities banned in Russia,93 
followed by Facebook and Instagram which were outlawed 
for ‘Russophobia’.94 Other entities affected include the 
Jehovah’s Witnesses (in 2017)95 and three groups affiliated 
with political opposition leader Alexey Navalny (in 2021).96 
These designations typically take place in closed hearings, 
without the participation of the affected party, and with 
no possibility of appeal.97 

Russian Federal Law No. 35-FZ on Counteraction Against 
Terrorism (2006) similarly encompasses a broad range 
of terrorist activities, and works in complement with 
Article 205 of the Criminal Code.98 For example, as soon 
as criminal proceedings are opened against individuals 
accused of terrorism (i.e. before trial), they are listed in 
a public Registry of Terrorists and Extremists, which 
severely limits their access to banking services.99 As for 
designated organizations, according to Article 24.2 of the 
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Federal Law, they “shall be subject to liquidation (and 
[their] activities shall be subject to prohibition) by court 
decision”. 

Another targeting modality has been tying CT and P/
CVE legislation to the concepts of ‘foreign agents’ and 
‘undesirable organizations’. The Foreign Agent Law (2012) 
requires NGOs receiving foreign funds and participating 
in political activities carried out on Russian territory to 
register with the Ministry of Justice as foreign agents and 
to label their media and internet materials accordingly.100 
While the law does not prohibit NGOs from receiving 
foreign financial support per se, its provisions make it 
more difficult for these organizations to operate.101 Failure 
to register (or violations of other requirements established 
by the law) allows authorities to suspend the organization’s 
activities, seek its liquidation, block its websites and other 
information resources, as well as apply sanctions outlined 
in the amended Criminal Code and Code of Administrative 
Offences.102 Through subsequent legislation, the concept 
of foreign agent has been extended to media outlets, 
individual journalists and bloggers, as well as individual 
activists and non-registered movements.103 Since December 
2022, being ‘under foreign influence’ is a sufficient ground 
to be included in the register,104 as is delivering “speeches 
against the special military operation (SMO) and in 
defence of the regime in Ukraine”.105 As of January 2024, 
42 organizations and 261 individuals have been included 
in the register of foreign agents for publicly expressing 
anti-war views.106 

Law No. 129-FZ (2015) works in a similar way by allowing 
the government to ban the activities of international 
NGOs, human rights groups, independent media, research 
institutions, and political entities that are perceived to 
threaten the security of the state, the constitutional order 
or national defence.107 Once classified as ‘undesirable’, 
organizations are prohibited from operating in the 
country, and individuals participating in their activities 
or divulgating information materials can be prosecuted.108 
Similar to the Foreign Agent Law, a lack of clear definitions 
in the legislation makes it possible to designate a wide 
range of organizations as undesirable.109 

Particularly since Russia’s military intervention in Crimea 
in 2014, authorities have used these laws to restrict the 
legitimate work of a wide range of civil society actors, 
including anti-war peaceful protesters and government 

opponents. HRDs in Crimea have been intimidated and 
harassed,110 while critics of the Russian occupation have 
been arrested under charges such as “participating in 
activities of a terrorist organization”, “involvement in 
a terrorist organization”, and/or “planning to violently 
seize state power”.111 There is credible evidence that those 
targeted have been subjected to torture and ill-treatment,112 
denied due process and fair trial guarantees, and have been 
held in detention under conditions that do not comply 
with international human rights standards.113 The 
arbitrary arrest and detention, enforced disappearance, 
ill-treatment, and criminalization of HRDs, lawyers and 
peaceful protesters has been described as part of “a broader 
pattern of systematic labelling” of anyone expressing 
dissent in relation to the Russian invasion of Ukraine.114 
Amnesty International has issued similar statements, 
noting that since February 2022, Russian authorities 
have invoked a combination of existing legislation on 
anti-war statements115 and newer anti-terrorism and anti-
extremism legislation to prosecute dissenters and peaceful 
protesters.116 Particularly, the charge of ‘justification of 
terrorism’ has been widely used to prosecute individuals 
who have, for example, showed solidarity with entities 
that Russian authorities have designated as terrorist 
organizations.117 

TARGETING RELIGIOUS MINORITIES: ISLAMOPHOBIA IN INDIA

The Special Rapporteur on counter-terrorism has 
highlighted that religion often serves as a predominant 
ground for the discriminatory targeting of certain 
groups, and moreover that laws criminalizing ‘extremist’ 
thought, belief and content are often exploited to silence 
“non-established or minority religious groups or non-
majority opinions”.118 Indeed, post-9/11 Muslim minority 
groups have been disproportionately targeted, facing 
the burden of being perceived as suspects solely due to 
their religious identity and beliefs.119 In some countries, 
P/CVE measures focus almost exclusively on countering 
Islamist extremism, compounding Islamophobia120 and 
compromising the rights of Muslim communities and civil 
society actors advocating for them.121 In other countries 
(particularly non-Muslim majority countries) political 
leaders have capitalized on the fears and prejudices of the 
majority community to incite anti-Muslim sentiments and 
justify discriminatory actions.

Such anti-Muslim sentiments have been a constant feature 
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in India politics ever since British colonization, fuelling a 
widespread belief that “Muslims are alien invaders whose 
loyalty is external to the nation of India”.122 Since Prime 
Minister Narendra Modi came to power in 2014, instances 
of violence, prejudice and systemic exclusion of Muslim 
minorities have increased in frequency and severity.123 
Modi’s unique approach lies in advocating for Hindu 
nationalism. By depicting Hindus as historically oppressed 
and manipulating societal insecurities,124 he has pledged to 
elevate and unite Hindus, creating a Hindu nation (“Hindu 
Rashtra”) which excludes non-Hindu minorities.125

Using a global security logic, India has implemented 
nationwide policies and legislation that, while supposedly 
aimed at countering terrorism, confer sweeping powers 
to security forces to abuse human rights, especially those 
relating to minorities.126 India’s primary CT law, the 
Unlawful Activities (Prevention) Act (UAPA) was passed 
in 1967 with the objective “to tackle the issue of homeland 
security and to prosecute the ones involved in activities 
against the state or its subjects”.127 The law has been widely 
criticized for its vague definitions and presumptions of 
guilt.128 Moreover, recent amendments allow authorities 
to designate any individual, not only organizations, as 
terrorist.129 

Previous legislation included the Terrorists and Disruptive 
Activities (Prevention) Act (TADA) of 1985, which was used 
to facilitate the detention and torture of tens of thousands 
of Muslims, Sikhs, Dalits, trade union activists, and 
political opponents in the late 1980s and early 1990s.130 The 
Act lapsed in 1995, but many provisions were carried over 
to the 2002 Prevention of Terrorism Act (POTA), which 
continued to enable the arbitrary and incommunicado 
detention of thousands of Muslims across the country in 
the name of fighting terrorism.131 The act was repealed 
in 2004.

Another pillar of India’s counter-terrorism and national 
security legislation is the National Security Act (NSA), 
which came into force in 1980 and was last amended 
in 2019. The act established a National Investigation 
Agency,132 and allows the central and state governments 
to detain a person ‘preventively’ without charge or trial 
for up to a year.133 It is a widely held belief that the NSA 
disproportionately targets Muslims.134 

Government officials have invoked this body of legislation, 

particularly the UAPA, to justify the excessive use of force 
in Jammu and Kashmir, India’s only Muslim-majority 
state. The situation escalated in August 2019, when the 
Modi government unilaterally revoked Articles 370 
and 35A of the Indian Constitution, thus abolishing the 
special autonomous status of Jammu and Kashmir.135 The 
administration justified the move on the grounds that 
it was correcting a ‘constitutional anomaly’, and that all 
Indians should be treated equally. The result however has 
been to expose Muslims to harsher treatment due to their 
religious identity, often under the banner of countering 
terrorism and/or safeguarding national security. Indeed, 
Special Procedures mandate-holders have called out rights 
violations against Muslims and other monitories in Jammu 
and Kashmir, including arbitrary arrests and detentions, 
enforced disappearances, deaths in custody, excessive use 
of force and violations to the prohibition of torture and 
ill-treatment.136 The situation has been exacerbated by the 
closure of the Jammu and Kashmir State Human Rights 
Commission (SHRC) in October 2019.137

More generally, the hostile rhetoric, propaganda and 
policies perpetuated by Modi and the Bharatiya Janata 
Party (BJP) against Muslim citizens, combined with 
partisan policing, has resulted in increasing violations of 
civil, political, social, economic and cultural rights across 
the country.138 Muslim journalists and HRDs working and 
reporting on the situation of the Muslim minority have 
been accused of inciting communal tensions and targeted 
with harassment, arbitrary detention and intimidation.139 
Religiously motivated hate crimes have also increased, 
often manifesting in mob violence by militant vigilante 
groups, who act in the name of Hindu nationalist causes. 
This has been aided by discriminatory legislation such 
as anti-cow slaughter laws140 and anti-conversion laws,141 
which have worked to pique community violence and 
legitimize the stigmatization of religious minorities.142 
Another example is the BJP’s campaign against the so-
called ‘Love Jihad’,143 which simultaneously tapped into 
Hindu nationalists’ anxieties around loss of identity and 
stereotypes that identify Muslims with terrorism and 
extremism, to motivate vigilantes to commit violent acts 
against Muslims.144 
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ETHNO-RELIGIOUS MINORITIES: CHINA TARGETING TURKIC 
UYGHURS

Like many other countries, following the attacks of 9/11, 
the People’s Republic of China (PRC) developed an extensive 
anti-terrorism law ‘system’. A key difference, however, is 
how this system was crafted to address both terrorism- and 
separatism-related issues in the country. Indeed, China 
considers terrorism, separatism, and extremism to be 
the three “evil forces” threatening national security and 
requiring government intervention.145

These measures have particularly targeted Muslim 
Uyghurs in the Xinjiang Uyghur Autonomous Region 
(hereinafter XUAR), where Muslims constitute the 
majority population.146 The basis for this is that the Chinese 
government portrays Turkic Muslims, particularly 
Uyghurs, as an ‘ethno-nationalist threat’.147 Because Islam 
plays a significant role in this group’s national identity, 
Uyghurs’ aspirations to independence are associated 
with radical Islam, and as undermining China’s efforts 
to maintain national unity.148 It follows that the Chinese 
government sees “fighting terrorism and extremism in 
Xinjiang [to be a] pressing need”.149

China’s legal framework for addressing terrorism 
includes an amended Criminal Law which expanded the 
definition of terrorist activities and increased punitive 
measures (including scope for using the death penalty).150 
The 2015 Counterterrorism Law (CTL), the 2016 Xinjian 
Implementing Measures for the PRC Counterterrorism 
Law (XIM), and the 2017 XUAR Regulation on De-
extremification (XRD) define terrorism and extremism 
vaguely, including a number of unclear and questionable 
actions among ‘terrorist activities’ and/or ‘primary 
expressions of extremification’.151 The laws grant extensive 
and discretionary powers to public security organs and 
the executive to “prevent, investigate and respond to 
terrorist and ‘extremist’ acts”, with limited safeguards or 
independent judicial oversight.152 In combination, this 
framework has allowed authorities to use the pretext of 
national security153 to target individuals more for their 
religious behaviour as opposed to any violent extremist 
or terrorist activity.154

While repressive measures against Turkic Muslims in 
XUAR is not a new phenomenon,155 the ascension of Xi 
Jinping to the Presidency in 2013 ushered in an intensified 

process of sinicization, and a broad array of policies 
and practices designed to promote Chinese cultural 
assimilation.156 In May 2014, for example, under the guise 
of the global war on terror, the government launched the 
‘Strike Hard Campaign Against Violent Terrorism’ in 
XUAR, aimed at integrating the Uyghur identity into “a 
pro-Han exclusionary idea of Chinese civilisation”.157 This 
campaign has intensified since 2017, including with the 
introduction of so-called Vocational Education Training 
Centres (VETCs).158 While these centres aim to eradicate 
“the breeding ground and conditions for the spread 
of terrorism and religious extremism”,159 they are not 
exclusively for would-be terrorists, with documented cases 
of academics, writers, journalists, and doctors from XUAR 
being interned.160 Indeed, some detainees have reported 
being explicitly told that their detention was due to their 
identity as Turkic Muslims or for participating in religious 
or other peaceful activities.161 

In August 2022, the Office of the UN High Commissioner 
for Human Rights (OHCHR) reported that, at least in the 
period from 2017 to 2019, but probably also after 2019, a 
pattern of large-scale arbitrary detention had occurred 
in VETC facilities in XUAR.162 The OHCHR expressed 
concern that internment is applied discriminatorily 
and in violation of the basic standards around humane 
treatment.163 Research indicates that VETCs resemble 
prison camps, with facilities that are primarily punitive 
and round-the-clock surveillance and monitoring.164 
There have been numerous allegations of adverse 
conditions and harsh treatment, including physical 
violence amounting to acts of torture and/or other forms 
of ill-treatment, forced labour, overcrowding, starvation, 
inadequate and forced medical treatment,165 various 
forms of sexual and gender-based violence, as well as 
instances of psychological torture.166 Other allegations 
concern interrogations, arrests and detentions that violate 
due process protections, and individuals being denied 
access to lawyers.167 Poor conditions in VETCs have often 
resulted in deaths and suicide attempts.168 Additionally, the 
educational programmes held in these facilities are often 
oriented towards political re-education, thus resulting in 
a number of religious and linguistic limitations imposed 
on detainees, who are not allowed to speak their own 
language or practice their religion. On the contrary, they 
are forced to sing patriotic songs, to learn to read and write 
Chinese characters and to speak Mandarin.169 
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It is noteworthy that Uyghurs’ oppression extends 
beyond internment camps and detention facilities, 
instr umentalized by gover nment sur veillance 
programs.170 Individuals who do not distance themselves 
from Islamic injunctions — like fasting, avoiding eating 
pork and drinking alcohol, or wearing a hijab — risk being 
sent to the internment camps.171 Moreover, since 2016, 
so-called ‘urban internment’ has become more invasive 
through the ‘Pair Up and Become Family’ campaign, 
a compulsory homestay program where Han Chinese 
government officials pay regular visits to Uyghur homes 
and settle with them for a period.172 While presented by the 
government as promoting social cohesion and community 
development, the program allows authorities to evaluate 
Uyghurs’ loyalty to the country and subject them to 
political propaganda.173 

Lastly, the state’s sophisticated and large-scale surveillance 
system — which includes CCTV cameras with facial 
recognition, license plate recognition, location trackers 
and Wi-Fi sniffers — enables the identification, profiling, 
and tracking of the Xinjiang population.174 The state has 
also collected extensive biometric data from Uyghur 
residents, including blood groups, face and iris scans, 
and DNA and voice samples.175 These measures have been 
complemented by free movement and travel restrictions, 
and enforced through physical checkpoints, the seizing 
of travel documents, and requiring permission to leave 
the country.176 These policies have had transnational 
consequences, affecting individuals outside XUAR and 
China and resulting in family separation and forced 
repatriation.177

Despite the Chinese government’s denial that state 
officials have committed abuses in Xinjiang,178 the OHCHR 
asserted that “the extent of arbitrary and discriminatory 
detention of members of Uyghur and other predominantly 
Muslim groups, pursuant to law and policy, in context 
of restrictions and deprivation more generally of 
fundamental rights enjoyed individually and collectively, 
may constitute international crimes, in particular crimes 
against humanity”.179

HUNGARY: CAPITALIZING SECURITIZATION TO ADVANCE ANTI-
MIGRATION POLICIES

Migration has been a persistent concern in the populist 
discourse, with leaders frequently portraying it as 

a threat to economic wealth, employment, national 
security and cultural identity.180 Specifically, by labelling 
migrants as ‘outsiders’ who threaten the collective 
identity of a community, an ‘us vs. them’ narrative has 
led to a securitization of migration.181 To the extent that 
securitization often requires the suspension of ordinary 
law and invocation of emergency law, a fertile ground for 
the (mis)application of CT and P/CVE measures is created.182 
This approach has been particularly successful in Western 
societies, where immigration and terrorism have often 
been conflated, resulting in violence, harassment, threats 
and xenophobic speech against migrants.183 Refugee 
movements in particular, are often viewed as a vehicle 
for terrorism diffusion, despite any clear or evidential 
linkage.184 Another widespread belief, especially in Europe, 
is that migrants and refugees transport “violence through 
people, skills, or ideas from one location to another”,185 thus 
inciting fear and insecurity within local communities.186

Illustrative of this trend is Hungary, where the government 
has developed a security narrative that weaves together 
immigration, terrorism and jihadist extremism.187 
Interestingly, migration was never a political issue in 
Hungary — it had a very low percentage of immigrants, and 
most of these were ethnic Hungarians from neighbouring 
states.188 However in early 2015, an unprecedented wave of 
(mainly Muslim) ‘irregular migrants’ began crossing the 
country on their way to Western Europe.189 Since then, 
migration has become a decisive topic in the public and 
political discourse, providing the governing party Fidesz 
a window of opportunity to (re)gain votes, divert attention 
from more unfavourable issues, and justify security 
measures against those defined as ‘other’.190 Moreover, 
the moral panic and anti-migrant sentiment that spread 
during the crisis, was instrumental in advancing 
particular counter-terrorism and immigration positions 
in Prime Minister Orbán’s political agenda.191 

Even after migration flows quietened, Orbán has continued 
to tie refugee migration to terrorist activities.192 In January 
2015, the Prime Minister condemned the terrorist attack on 
the French satirical weekly publication Charlie Hebdo and 
launched a zero tolerance policy against migrants, stating  
that “[w]e want to keep Hungary for the Hungarians”.193 A 
few months later, with a view to reforming its immigration 
policy, the Government sent a questionnaire entitled 
‘national consultation on immigration and terrorism’ to 
all its citizens. The questions made a direct link between 
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migration and national security issues. Citizens were 
asked, for example, whether they agreed that migrants 
jeopardized job security and increased terrorism. They 
were also consulted on the possibility of detaining illegal 
border-crossers for a period longer than 24 hours, despite 
this being in violation of European Union provisions.194 

According to Hungary’s 2012 National Security Strategy, 
terrorism is “a significant global threat” that challenges 
the country’s alliances and core values.195 This threat 
has been exacerbated by both globalization196 and “[u]
ncontrolled illegal mass migration aimed at Europe”.197 
Capitalizing on the anti-terrorism narrative, securitizing 
actors implemented several extraordinary measures to 
curb immigration. First, a ‘state of crisis’ was introduced 
into Hungarian law in September 2015 and extended 
to the entire territory in 2016. This provision grants 
law enforcement authorities wide powers to reject 
irregular migrants seeking asylum, with no legal 
recourse avenues to challenge decisions.198 The state 
of crisis also suspended provisions of the Hungarian 
Asylum Act (2007), significantly limiting the rights of 
asylum seekers, particularly regarding employment and 
financial support.199 Second, a 175-kilometre fence was 
erected along Hungary’s southern border to deter illegal 
migration, criminal activity and terrorism.200 This was 
complemented by large-scale media campaigns201 and new 
law enforcement policies criminalizing breaches of the 
border fence.202 Third, in 2016, the Hungarian government 
adopted the Sixth Amendment to the Fundamental Law, 
granting the executive extensive powers in cases where 
a “terrorist threat situation” was determined to exist.203 
Given the close association made between terrorism and 
migration, the ambiguity of this provision creates scope 
for misuse insofar as their entry into the country could 
be categorized as a terrorist threat situation. Further, the 
so-called ‘Stop Soros Laws’ criminalize individuals and 
NGOs assisting refugees in obtaining asylum, framing 
such activities as ‘facilitating illegal immigration’ and 
thus a threat to national security.204 

These developments underscore that Hungarian CT 
initiatives are premised on a direct association between 
immigration and jihadist terrorism.205 By asserting that 
“all the terrorists are migrants”, Orbán has adopted a 
securitization rhetoric, framing migration as a question 
of security.206 This has enabled the government to justify 
extraordinary measures and authoritarian reforms.207 

Additionally, through transnational counter-terrorism 
cooperation,  for example hosting the region’s first UN 
office for Counter-Terrorism,208 Hungary has heightened 
its role and influence in the international fight against 
terrorism. As Berman notes, “[c]onsidering the minimal 
threat of domestic terror attacks by migrants in Hungary, 
the government successfully securitized the threat of both 
immigration and terrorism to identity as a tool to enhance 
their CT positions”.209

Hungary is not the only European country depicting 
migrants and refugees as terrorists and relying on CT 
laws and narratives to halt the migration influx. Ever 
since 2001, numerous migration control policies have 
been developed and deployed in the West as part of a CT 
strategy.210 Discriminatory CT measures across Europe 
reveal a broader trend, impacting not only the rights of 
migrants and refugees, but also those of HRDs, activists 
and minority groups.211

ANTI-LGBTQ DISCRIMINATION AND EXTREMISM IN RUSSIA 

Notwithstanding the many positive developments in 
protecting the rights of lesbian, gay, bisexual, transgender, 
queer and other gender-diverse persons (LGBTQ+), issues 
around discrimination, ostracism, and stigmatization 
based on sexual orientation and gender identity remain 
challenges worldwide.212 This is particularly the case 
in contexts of weak governance and authoritarianism. 
According to the Independent Expert on protection against 
violence and discrimination based on sexual orientation 
and gender identity (hereinafter the Independent Expert), 
attacks on LGBTQ+ persons have formed part of a “routine 
playbook of authoritarian populists, seeking to shore 
up a domestic support base”.213 These leaders employ a 
divisive ‘us vs. them’ rhetoric to justify the exclusion of 
LGBTQ+ individuals from the public sphere.214 Moreover, 
by criminalizing the exercising of legitimate rights and 
freedoms of LGBTQ+ persons, and hindering the work of 
civil society actors advocating for rights linked to gender 
identity and sexual orientation, traditional heterosexual-
patriarchal norms are being reinforced.215

In his latest report, the Independent Expert documents 
how “states in all regions of the world have enforced 
existing laws and policies or imposed new, and sometimes 
extreme, measures to curb freedoms of expression, peaceful 
assembly and association specifically targeting people 
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based on sexual orientation and gender identity”.216 He 
identifies two main justifications advanced by lawmakers: 
a) portraying LGBTQ+ persons as “a threat to children, the 
family or traditional values”; b) suggesting that LGBTQ+ 
persons are under foreign influence and/or constitute a 
threat to national security.217 These narratives have worked 
to fuel public hostility and prejudice, which politicians 
have exploited to gain popularity and push their political 
agendas.218 

Russia exemplifies these trends. The government’s 
refusal to recognize LGBTQ+ rights is rooted in a belief 
that these rights challenge traditional values, especially 
around the family as the primary social institution.219 
While LGBTQ+ individuals in the country have long 
faced discrimination, stigma and abuse, the situation has 
worsened since the adoption of the Russian Federal Law 
No. 135-FZ of 2013. This law aims to protect children from 
information promoting the rejection of traditional family 
values,220 including by prohibiting the “promotion of non-
traditional sexual relations to minors”.221 Additionally, 
the Russian Federation showcases the growing trend of 
a government designating LGBTQ+ groups as extremist 
and a threat to national security.222 By portraying 
Russia’s LGBTQ+ community as “a corrosive influence 
of Western governments”, the government has framed 
sexual minorities as a national security issue.223 As a 
result, national P/CVE laws have been increasingly applied 
against the LGBTQ+ community, particularly activists.224 

In February 2022, Russia’s Ministry of Justice successfully 
filed a lawsuit seeking to liquidate Sphere Foundation, an 
organization promoting and supporting LGBTQ+ rights, 
on the grounds that its work ran contrary to traditional 
values and was aimed at “changing the legislation and 
moral foundations in the Russian Federation”.225 Similarly, 
the independent publication Meduza (known for its anti-
war, pro-feminist, and proLGBTQ+ stance) was recently 
declared ‘undesirable’,226 and the Centre T (which advocates 
for the rights and welfare of transgender people) was added 
to the ‘foreign agents’ registry and its website blocked.227 
NGOs collaborating with ‘undesirable’ entities are also 
at risk; Alesandr Voronov, CEO of Coming Out, was 
investigated after being accused of cooperating with the 
Heinrich Böll Foundation.228 Most recently, in December 
2023, the Supreme Court of the Russian Federation 
outlawed the ‘international LGBT movement’ as an 
extremist organization, finding it guilty of “inciting social 

and religious discord”.229 Its activities have since been 
banned within the territory and its immediate dissolution 
requested. Given that the ‘international LGBT movement’ 
does not exist per se, the ruling effectively jeopardizes 
all forms of LGBTQ+ rights activism, with serious 
consequences, not only for LGBTQ+ people, but also anyone 
who defends their rights or expresses solidarity with 
them.230 Indeed, individuals and organizations involved 
in LGBTQ+ activities can be prosecuted under Article 282 
of the Criminal Code, which criminalizes any involvement 
in the activities of an extremist organization.231

CONCLUSION

This paper underscores that the misuse of CT and P/
CVE measures to curtail the fundamental rights and 
freedoms of civil society and minority groups is a broad 
phenomenon, that occurs in both authoritarian and 
democratic states. While these actions take place within 
states, the situation evolved out of a triple-failure at the 
multilateral level. First, the non-inclusion of clear and 
precise definitions of terrorism and violent extremism 
in UNSC resolutions. Second, the absence of a system of 
mandated comprehensive assessments examining the 
human rights impact of CT and P/CVE measures. Third, 
pressure to implement resulting in counter-terrorism 
legislation being enacted quickly, without sufficient public 
debate or judicial scrutiny. Together, this has created a 
policy environment where states could label what they 
perceive as threats, to be terrorism, violent extremism, 
extremism, or threats to national security.232 Such threats 
might include migrants and refugees, human rights 
defenders, journalists, ethnic and religious minority 
groups, LGBTQ+ people and/or members of the political 
opposition. In parallel, states have capitalized on pre-
existing fears and divisive ‘us and them’ narratives, 
thus relying on securitization to transform general 
unease into a perceived existential threat.233 Finally, this 
environment has enabled states to operate in a realm 
of ‘exceptionality’, where human rights, due process 
guarantees and procedural protections can be sidestepped 
or disregarded.234 The upshot is that, while terrorism poses 
a genuine threat to human rights, counter-terrorism 
legislation has oftentimes failed to restore and protect such 
rights. In practice CT and P/CVE laws have been used to 
realize state goals ahead of protecting citizens, resulting 
in an arguably higher level of human insecurity.235
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